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Transmittal Letter 

 
 
December 11, 2007 
 
 
Honorable John Hoeven, Governor  

Members of the North Dakota Legislative Assembly 

The State Board of Higher Education 
 
We are pleased to submit the internal control and compliance report for the North Dakota 
University System.  This report relates to the audit of the North Dakota University System’s 
financial statements for the year ended June 30, 2007.  This internal control and compliance 
report has been completed in accordance with Government Auditing Standards as issued by the 
Comptroller General of the United States. 
 
Also enclosed you will find our audit committee communication and posted and passed audit 
adjustments.  These communications are required by generally accepted auditing standards.  
Our informal recommendations are listed in this report as 2007 management letter informal 
comments.  This letter is presented to meet the request of the Legislative Audit and Fiscal 
Review Committee to see informal recommendations. 
 
The in-charge auditor for this audit was Paul Steussy.  Mark Scott, CPA, David Feltman, Mary 
Feltman, CPA, Robyn Hoffmann, CPA and Chris Brucks were the staff auditors.  John Grettum, 
CPA was the audit manager.  Inquiries or comments relating to this audit may be directed to the 
audit manager by calling (701) 239-7289.  We wish to express our appreciation to the North 
Dakota University System for the courtesy, cooperation, and assistance they provided to us 
during this audit. 

Respectfully submitted, 

Robert R. Peterson 
State Auditor 
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Report on Internal Control Over Financial Reporting and on Compliance and Other 
Matters Based on an Audit of Financial Statements Performed in Accordance with 

Government Auditing Standards 

 
Honorable John Hoeven, Governor  
 
Members of the Legislative Assembly 
 
The State Board of Higher Education  
 
We have audited the financial statements of the business-type activities of the North Dakota 
University System and its aggregate discretely presented component units as of and for the 
year ended June 30, 2007, which collectively comprise the North Dakota University System’s 
basic financial statements and have issued our report thereon dated December 11, 2007.  Our 
report was modified to include a reference to other auditors.  We conducted our audit in 
accordance with auditing standards generally accepted in the United States of America and the 
standards applicable to financial audits contained in Government Auditing Standards, issued by 
the Comptroller General of the United States.  Other auditors audited the financial statements of 
the aggregate discretely presented component units, as described in our report on the North 
Dakota University System’s financial statements.  The financial statements of the aggregate 
discretely presented component units were not audited in accordance with Government Auditing 
Standards.   
 
Internal Control Over Financial Reporting  
 
In planning and performing our audit, we considered the North Dakota University System’s 
internal control over financial reporting as a basis for designing our auditing procedures for the 
purpose of expressing our opinion on the financial statements, but not for the purpose of 
expressing an opinion on the effectiveness of the North Dakota University System’s internal 
control over financial reporting.  Accordingly, we do not express an opinion on the effectiveness 
of the North Dakota University System’s internal control over financial reporting.  
 
Our consideration of internal control over financial reporting was for the limited purpose 
described in the preceding paragraph and would not necessarily identify all deficiencies in 
internal control over financial reporting that might be significant deficiencies or material 
weaknesses.  However, as discussed below, we identified certain deficiencies in internal control 
over financial reporting that we consider to be significant deficiencies.  
 
A control deficiency exists when the design or operation of a control does not allow 
management or employees, in the normal course of performing their assigned functions, to 
prevent or detect misstatements on a timely basis.  A significant deficiency is a control 
deficiency, or combination of control deficiencies, that adversely affects the North Dakota 
University System’s ability to initiate, authorize, record, process, or report financial data reliably 
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in accordance with generally accepted accounting principles such that there is more than a 
remote likelihood that a misstatement of the North Dakota University System’s financial 
statements that is more than inconsequential will not be prevented or detected by the North 
Dakota University System’s internal control.  We consider the deficiencies described in the 
accompanying schedule of prior recommendations not implemented and University System 
responses as items 1 through 9 and in the schedule of findings, recommendations, and 
University System responses as findings 07-1 and 07-3 through 07-9 to be significant 
deficiencies in internal control over financial reporting. 
 
A material weakness is a significant deficiency, or combination of significant deficiencies, that 
results in more than a remote likelihood that a material misstatement of the financial statements 
will not be prevented or detected by the North Dakota University System’s internal control.  
 
Our consideration of the internal control over financial reporting was for the limited purpose 
described in the first paragraph of this section and would not necessarily identify all deficiencies 
in the internal control that might be significant deficiencies and, accordingly, would not 
necessarily disclose all significant deficiencies that are also considered to be material 
weaknesses.  However, of the significant deficiencies described above we consider items 1, 2, 
6, and 7 and findings 07-1, 07-3, and 07-4 to be material weaknesses.  
 
Compliance and Other Matters 
 
As part of obtaining reasonable assurance about whether the North Dakota University System’s 
financial statements are free of material misstatement, we performed tests of its compliance 
with certain provisions of laws, regulations, contracts, and grant agreements, noncompliance 
with which could have a direct and material effect on the determination of financial statement 
amounts.  However, providing an opinion on compliance with those provisions was not an 
objective of our audit, and accordingly, we do not express such an opinion.  The results of our 
tests disclosed instances of noncompliance or other matters that are required to be reported 
under Government Auditing Standards and which are described in the accompanying schedule 
of findings, recommendations, and University System responses as finding 07-2. 
 
We noted certain matters that we reported to management of the North Dakota University 
System in a separate letter dated December 11, 2007, included in this report as 2007 
Management Letter Informal Comments. 
 
The North Dakota University System’s response to the findings identified in our audit are 
described in the accompanying schedule of prior recommendations not implemented and 
University System responses, the schedule of findings, recommendations, University System 
responses, and the 2007 management letter informal comments.  We did not audit the North 
Dakota University System’s response and, accordingly, we express no opinion on it. 
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This report is intended solely for the information and use of management, the State Board of 
Higher Education Budget and Finance committee, the Governor, and the Legislative Audit and 
Fiscal Review committee and is not intended to be and should not be used by anyone other 
than these specified parties.  However, this report is a matter of public record and its distribution 
is not limited. 
 
 
 
 
Robert R. Peterson 
State Auditor 
 
December 11, 2007 
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Audit Committee Communication 

December 11, 2007 

Legislative Audit and Fiscal Review Committee 

State Board of Higher Education Budget and Finance Committee 

We have audited the financial statements of the business-type activities of the North Dakota 
University System and its aggregate discretely presented component units for the year ended 
June 30, 2007, and have issued our report thereon dated December 11, 2007.  Professional 
standards require that we provide you with the following information related to our audit. 
 
Our Responsibility under U.S. Generally Accepted Auditing Standards and Government Auditing 
Standards 
 
As stated in our engagement letter dated April 17, 2007 our responsibility, as described by 
professional standards, is to plan and perform our audit to obtain reasonable, but not absolute, 
assurance about whether the financial statements are free of material misstatement and are 
fairly presented in accordance with U.S. generally accepted accounting principles.  Because an 
audit is designed to provide reasonable, but not absolute assurance and because we did not 
perform a detailed examination of all transactions, there is a risk that material misstatements 
may exist and not be detected by us. 
 
As part of our audit, we considered the internal control of the North Dakota University System. 
Such considerations were solely for the purpose of determining our audit procedures and not to 
provide any assurance concerning such internal control. 
 
As part of obtaining reasonable assurance about whether the financial statements are free of 
material misstatement, we performed tests of the North Dakota University System’s compliance 
with certain provisions of laws, regulations, contracts and grants.  However, the objective of our 
tests was not to provide an opinion on compliance with such provisions. 
 
Significant Accounting Policies 
 
Management is responsible for the selection and use of appropriate accounting policies.  In 
accordance with the terms of our engagement letter, we will advise management about the 
appropriateness of accounting policies and their application.  The significant accounting policies 
used by the North Dakota University System are described in Note 1 to the financial statements.  
No new accounting policies were adopted that had a material effect on the financial statements 
and the application of existing policies was not changed during fiscal year 2007.  We noted no 
transactions entered into by the North Dakota University System during the year that were both 
significant and unusual, and of which, under professional standards, we are required to inform 
you, or transactions for which there is a lack of authoritative guidance or consensus.  
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Accounting Estimates 
 
Accounting estimates are an integral part of the financial statements prepared by management 
and are based on management’s knowledge and experience about past and current events and 
assumptions about future events.  Certain accounting estimates are particularly sensitive 
because of their significance to the financial statements and because of the possibility that 
future events affecting them may differ significantly from those expected.  The most sensitive 
estimates affecting the financial statements were: 
 
• Useful lives of capital assets 
• Allowance for uncollectible receivables: 

 Accounts   $2,347,634 
 Loans and Notes   5,600,286 

 
Estimated useful lives, as described in Note 1 of the North Dakota University System’s fiscal 
year 2007 financial report, are used to compute depreciation on capital assets.  For additional 
commentary, see item 8 in the Prior Recommendations Not Implemented and University System 
Responses section of this report, starting on page 9. 
 
Management’s estimate of the allowances for uncollectible receivables is based on aging 
categories and past history.  We evaluated the key factors and assumptions used to develop the 
allowances in determining that they are reasonable in relation to the financial statements taken 
as a whole. 
 
Audit Adjustments 
 
For purposes of this letter, professional standards define an audit adjustment as a proposed 
correction of the financial statements that, in our judgment, may not have been detected except 
through our auditing procedures.  An adjustment may or may not indicate matters that could 
have a significant effect on the North Dakota University System’s financial reporting process 
(that is, cause future financial statements to be materially misstated).  In our judgment, all of the 
material adjustments that we proposed (see Posted Audit Adjustments) indicate matters that 
could have had a significant effect on the North Dakota University System’s financial reporting 
process.  All of these adjustments were recorded by the North Dakota University System. 
 
In addition, the schedule (see Passed Audit Adjustments) summarizes uncorrected 
misstatements of the financial statements.  Management has determined that their effects are 
immaterial, both individually and in the aggregate, to the financial statements taken as a whole. 
 
Disagreements with Management 
 
For purposes of this letter, professional standards define a disagreement with management as a 
matter, whether or not resolved to our satisfaction, concerning a financial accounting, reporting 
or auditing matter that could be significant to the financial statements or the auditor’s report.  
North Dakota State University disagreed with our recommendation regarding approval of online 
transactions.  For additional commentary, see item 2 in the Prior Recommendations Not 
Implemented and University System Responses section, beginning on page 9.  In addition, the 
University System disagreed with our recommendation regarding efficiency in financial  
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operations and management.  For additional commentary, see Finding 07-2 in the Findings, 
Recommendations, and University System Responses section, beginning on page 13.  
  
Consultation with Other Independent Auditors 
 
In some cases, management may decide to consult with other accountants about auditing and 
accounting matters, similar to obtaining a “second opinion” on certain situations.  If a 
consultation involves application of an accounting principle to the governmental unit’s financial 
statements or a determination of the type of auditor’s opinion that may be expressed on those 
statements, our professional standards require the consulting accountant to check with us to 
determine that the consultant has all the relevant facts.  To our knowledge, there were no such 
consultations with other accountants. 
 
Issues Discussed Prior to Retention of Independent Auditors 
 
We generally discuss a variety of matters, including the application of accounting principles and 
auditing standards, with management each year prior to retention as the North Dakota 
University System’s auditors.  However, these discussions occurred in the normal course of our 
professional relationship and our responses were not a condition to our retention. 
 
Difficulties Encountered in Performing the Audit 
 
We encountered no significant difficulties in dealing with management in performing and 
completing our audit. 
 
High Risk Information Technology Systems 

ConnectND Finance System - including accounts payable, asset management, commitment 
control, general ledger, grants management and purchasing; Human Resource Management 
System (HRMS) and Student Administration System - including admissions, student records, 
financial aids and student finance are high-risk information technology systems critical to the 
North Dakota University System operations. 
 
This information is intended solely for the internal use of the Legislative Audit and Fiscal Review 
Committee and the State Board of Higher Education Budget and Finance Committee and is not 
intended to be and should not be used by anyone other than these specified parties. 
 
The in-charge auditor for this audit was Paul Steussy and John Grettum, CPA was the audit 
manager.  Inquiries or comments relating to this audit may be directed to the audit manager by 
calling (701) 239-7289. 
 
Sincerely, 
 
 
 
John Grettum, CPA 
Audit Manager, Division of State Audit 
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Special Comments Requested by the Legislative Audit and Fiscal Review Committee 

The Legislative Audit and Fiscal Review Committee (LAFRC) requests that certain items be 
addressed by auditors performing audits of state institutions: 

1. What type of opinion was issued on the financial statements? 

Unqualified. 

2. Was there compliance with statutes, laws, rules, and regulations under which the 
agency was created and is functioning? 

Yes. 

3. Was internal control adequate and functioning effectively? 

No.  For additional commentary see the Findings, Recommendations, and University 
System Responses section of this report, starting on page 13. 

4. Were there any indications of lack of efficiency in financial operations and 
management of the agency? 

Yes.  Based on the number of unimplemented prior recommendations, posted audit 
adjustments, passed audit adjustments, and new formal and informal recommendations, in 
our opinion, there is a lack of efficiency in financial operations and management of the 
agency. 

5. Has action been taken on findings and recommendations included in the prior audit? 

No.  For additional commentary see the Prior Recommendations Not Implemented and 
University System Responses section of this report, starting on page 9. 

6. Was a management letter issued?  If so, provide a summary below, including any 
recommendations and the management responses. 

Yes.  We made 15 informal recommendations to which management responded.  For 
additional commentary and management responses, see the 2007 Management Letter 
Informal Comments section of this report, starting on page 30. 
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Prior Recommendations Not Implemented and University System Responses 

Prior recommendations not implemented and client responses, item #5 of the Special 
Comments Requested by the Legislative Audit and Fiscal Review Committee. 
 
1) During the 2002, 2005, and 2006 audits we recommended that the NDUS properly use 

the account codes, funds, fund groups, and functions that are available on 
PeopleSoft to comply with General Accepted Accounting Principles (GAAP).  This 
includes the proper initial recording of all assets, liabilities, equities, revenues, and 
expenses.  Our testing during the current audit indicated the same problems still 
existed.  For details, see Appendix B, beginning on page 44. 
 
University System Response: 
Prior to the end of FY007, a system wide comprehensive accounting manual was developed 
and distributed for campus use to help obtain more consistency in year-end financial 
reporting. This manual will be reviewed based on the exceptions noted to determine 
whether additional manual changes are needed prior to the end of FY08. Additionally, 
campuses will again be reminded of the importance of utilizing the proper fund and account 
structure. The list of FY07 discrepancies noted will be distributed to the campuses for 
review.  
 
 

2) During the 2005 and 2006 audits we recommended that all institutions print a 
standard form for all online transactions with approval noted or utilize the workflow 
function within PeopleSoft.  Our current audit testing indicated that NDSU and DSU 
online transactions were not properly approved.  In our opinion, the same person 
preparing and approving a transaction is not adequate internal control. 
 
University System Response: 
DSU will implement the recommendation immediately. NDSU disagreed with this 
recommendation in the previous audit reports and does not intend to change the process, 
unless directed otherwise. The CND system is able to identify the individual who enters the 
transaction thereby creating an audit trail. Thus, NDSU does not believe it is necessary to 
have another individual approve the transaction. NDSU uses alternate procedures to 
maintain adequate internal control on on-line journals, such as: cash reconciliations and 
reviewing and reconciling key accounts on the trial balance. 
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3) During the 2004, 2005, and 2006 audits we recommended that all institutions prepare 
timely accrued payroll liability reconciliations and improve year-end procedures to 
provide accurate financial information.  Our testing during the current audit indicated 
similar problems in accrued payroll withholdings, except for NDSU, which reconciled 
to within less than one dollar.  We also noted that MiSU-B and NDSCS understated 
the compensated absences liability by about $67,197 due to not including FICA. 
 
University System Response: 
The NDUS agreed with the recommendation last year and added procedures to the year-
end accounting process to accrue for the year-end payroll liabilities. The fact that MiSU-B 
and NDSCS did not include FICA was an oversight on their part. This was noted and should 
not occur again in the future.  BSC, DSU, LRSC, MiSU-B, NDSCS, UND, and WSC did not 
perform year-end payroll reconciliations.  Payroll reconciliation will be added to the year-end 
accounting procedures beginning in FY08. 
 
 

4) During the 2005 and 2006 audits we recommended that the NDUS conduct a 
wholesale review of procedures, practices, and policies to provide a minimum level 
of assurance that NDUS personnel are required to review and report any potential or 
actual fraud.  Based on our current year testing this recommendation was not fully 
implemented.  The Board adopted a new fraud policy, 611.10, effective September 21, 
2006.  However, our review revealed that no policies and/or procedures were in effect 
during the audit period at DSU, MISU, MISU-B, NDSCS, UND, or WSC.  DSU and MISU 
implemented policies in fiscal year 2008 and WSC is working on a policy; however, 
MISU’s policy directs employees to report fraud to their immediate supervisors who 
are then to report it to the VP for Administration and Finance.  The policy does not 
contemplate the possible involvement of the employee’s immediate supervisor.  
Further, the MISU policy does not include dismissal as part of the possible outcomes 
nor does it reference Board policy 611.10. 
 
University System Response: 
The remaining Campuses will implement fraud policies, or revise existing fraud policies, in 
accordance with Board policy 611.10 prior to the end of FY 2008.  
 
 

5) During the 2005 and 2006 audit we recommended that NDUS develop a 
comprehensive payroll policy and procedures manual for all institutions.  At a 
minimum, the manual should address proper internal controls and compliance with 
state law and institutional policy.  Our review during the current audit indicated that 
this has not been done, but a draft of the manual will be presented to the Human 
Resource Committee in January 2008. 
 
University System Response: 
A manual is under development with a targeted completion date of March 2008. 
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6) During the 2006 audit we recommended that UND: 
• Account for and review general ledger amounts on a project basis, and at year-

end establish and post receivables on a project by project basis; 
• Determine what the problem is with deferred revenues and why the system is 

apparently not working correctly so that these balances are not misstated; 
• Utilize the capabilities of the PeopleSoft system for year-end entries that they plan 

to reverse in the next year and set them to automatically reverse to proper 
accounts to avoid human error; 

• Review projects on the general ledger periodically to ensure that everything 
happening in the grants system is being properly reflected and reconciled to the 
general ledger; 

• Establish better communications between the accounting and grants offices to 
ensure the grants office understands the general ledger is being affected, and that 
accounting knows what should be happening based on activity in the project 
resource tables of the grant system.   

Our review during the current audit indicated most of the same conditions were still 
occurring.  See Posted Audit Adjustments 6, 7, and 8 on page 23 of this report. 
 
University System Response: 
Progress was made regarding all of these items with the exception of #2. UND staff will 
continue working on improvements in these areas to develop more comprehensive 
procedures as needed prior to the end of FY08. 
 
 

7) During the 2006 audit we recommended the Board of Higher Education develop 
policies and procedures to ensure that annual grant specific audits are done on a 
timely basis and submitted to the board, foundation, and budget section of the 
legislative council for all current and future grants awards beginning with the year 
ended June 30, 2007.  Our review during the current audit indicated that agreed upon 
procedures for three of the centers of excellence were not performed as of June 30, 
2007.  The three centers were the BSC Career and Technology Institute; the UND 
Center for Life Sciences and Advanced Technology; and the WSC Petroleum Safety 
Technology Center.  These centers were awarded funds of $6,900,000 in fiscal years 
2006 and 2007.   
 
University System Response: 
The agreed upon procedures were completed for the UND Center of Life Sciences and 
Advanced Technology Institute in December 2007. Auditors are in the process of performing 
the procedures for the BSC Career and Technology Institute and the WSC Petroleum 
Safety Technology Center. They are expected to be completed in January 2008.  
Campuses will take action to assure timely completion in the future. 
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8) During the 2006 audit we recommended that the NDUS reevaluate and adjust the 
schedule of estimated useful lives to more accurately reflect the number of years 
capital assets are used.  During fiscal year 2007, the institutions reviewed their 
buildings and improvements, but none found any changes to be made except for 
DSU, who increased the life of their buildings from 39 years to 40 years to be 
consistent with the other schools.  In our opinion, this action did not correct the 
problem of carrying many fully depreciated assets on inventory that still are being 
used and have a remaining useful life. 
 
University System Response: 
Following a meeting with the SAO in April 2007, all campus except BSC, MiSU-B, NDSCS, 
and WSC evaluated and documented the review of building estimated useful life, according 
to the procedure agreed to at the meeting. The campuses that did not evaluate their 
buildings useful lives will do so prior to the end of FY08. Furthermore, NDUS will continue to 
examine this issue and implement agreed upon procedures prior to FY08.   
 
 

9) During the 2006 audit we recommended that the NDUS adopt and enforce policies and 
procedures that ensure all component units prepare their financial statements in 
accordance with GAAP and receive annual financial statement audits.  This was 
completed by all except Minot State University-Bottineau Campus. 

 
University System Response: 
MISU-B will comply with this policy beginning FY2008. 
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Findings, Recommendation, and University System Responses 

FINANCIAL REPORTING SYSTEM (FINDING 07-1) 
The financial reporting system of the NDUS was not adequate to offer reasonable assurance 
that management is able to produce financial statements that comply with generally accepted 
accounting principles (GAAP).  In fiscal year 2007, there were material auditor-identified audit 
adjustments of $45,903,840, $94,003,259, $43,256,853, $19,165,520, $6,110,840, and 
$6,050,457 to total assets, total liabilities, total equity, total revenue, total expenses, and 
increase/decrease in net assets, respectively.  For details, see Posted Audit Adjustments 
beginning on page 23 of this report.  For comparison, in fiscal year 2006, there were material 
auditor-identified audit adjustments of $18,558,409, $8,042,055, $54,400,834, $24,952,450, and 
$13,708,494 to total assets, total liabilities, total equity, total revenue, and total expenses, 
respectively.  Fiscal year 2007 was not an improvement over fiscal year 2006. 
 
In our opinion, all of the accounting issues that required audit adjustments should have been 
detected by appropriate internal controls or corrected by management responsible for the 
preparation of GAAP compliant financial statements.  The system employs vice-presidents, 
controllers, and accountants who are or should be instrumental in the preparation of the 
statements and who should be aware of GAAP requirements. 
 
Management is responsible for establishing internal controls that provide for the achievement of 
the entity’s objectives with regard to reliability of financial reporting, effectiveness, and efficiency 
of operations, and compliance with applicable laws and regulations.  The term financial 
reporting relates to the preparation of reliable financial statements that are fairly presented in 
conformity with generally accepted accounting principles. 
 
Recommendation: 
We recommend that NDUS management establish appropriate internal controls and provide 
sufficient training to personnel so that the NDUS is able to prepare financial statements in 
conformity with GAAP. 
 
University System Response: 
Agree. While the NDUS believes the financial reporting system is adequate to offer reasonable 
assurance that management is able to produce financial statements that comply with generally 
accepted accounting principles (GAAP), we do recognize that there is always room for 
improvement. The NDUS will continue to work to improve its financial reporting system through 
continued diligence and education.  It should be noted that the adjustments reported above are 
the absolute total values of the gross adjustments. The net adjustment to net assets was 
$3,937,720 or .56% of total net assets at June 30, 2007. This compares to a net adjustment of 
$3,242,861 or .46% of net assets at June 30, 2006.  
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INDICATIONS OF LACK OF EFFICIENCY IN FINANCIAL OPERATIONS AND 
MANAGEMENT (FINDING 07-2) 
We noted three instances where management appears to have acted in a manner that could be 
considered abuse under current government auditing standards, as follows: 
1. NDSU and UND are leasing facilities, and reporting liabilities at June 30, 2007 of over 

$33,000,000, for facilities they will not own.  The Universities are making the principal and 
interest payments and paying operating costs, including insurance, utilities, and normal 
repairs and maintenance.  At NDSU, the facilities include Research and Technology Park 
Buildings 1 & 2, and the Downtown Campus.  At UND, the facility included was the UND 
Aerospace hangar and ground support equipment.  For all of these facilities, the Universities 
are making payments equal to or greater than direct ownership of the facilities, yet will not 
own them. 

2. Based on a difference of opinion between the Chancellor and a majority of the State Board 
of Higher Education (SBHE) concerning the scope of the Chancellor’s authority to apply 
SBHE policies and directives equally to all campuses, the Chancellor resigned and agreed 
to complete the remainder of his contract term as a consultant.  For these consulting 
services, he was paid his remaining salary and benefits, or about $193,500, which included 
a housing and travel allowance of about $18,000 and $9,900, respectively.  However, none 
of the consulting duties outlined in the agreement were completed because the Chancellor 
left North Dakota to accept employment in another state.  In our opinion, since the 
agreement was not fulfilled, the consulting payments should not have continued.  

3. We noted that one ConnectND staff member’s position was located in Fargo, but the 
employee was living in Grand Forks and being reimbursed for lodging, meals, and internet 
access of about $400 to $500 per month.  This arrangement has been going on for over two 
years and is still continuing.  Normally, if an employee chooses to live in one location and 
commute to work, travel expenses are not allowed.  Also, since this position is computer 
based, it would appear this position could work from anywhere as long as they had internet 
access. 

 
Government Auditing Standards, paragraph 4.12 states “abuse involves behavior that is 
deficient or improper when compared with behavior that a prudent person would consider 
reasonable and necessary business practice given the facts and circumstances.  Abuse also 
includes misuse of authority or position for personal financial interests or those of an immediate 
or close family member or business associate.  Abuse does not necessarily involve fraud, 
violation of laws, regulations, or provisions of a contract or grant agreement.” 
 
Recommendation: 
We recommend that the NDUS act in a manner that a prudent person would consider 
reasonable and necessary given the facts and circumstances. 
 
University System Response: 
1. Disagree. While the lease between UNDAF and UND for the aircraft storage hangar/ground 

support equipment facility specifies the building is the property of UNDAF and remains the 
property of UNDAF after the termination of the lease, UNDAF's by-laws state that upon 
dissolution of the Foundation, the assets of the Foundation will be distributed to the 
University of North Dakota for use in connection with the School of Aerospace Sciences.  
Additionally, the UNDAF is operated exclusively for support of UND. 
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The Downtown Campus renovation was initially financed through tax credits and a 
conventional loan. When the tax credit period expires the project will be refinanced on a tax-
exempt basis. In the case of the Research Centers, the NDSU Research & Tech Park, Inc. 
will retain title after the bonds are repaid. However, NDSU–RTP articles of incorporation 
state that it is “to be operated exclusively for the benefit of North Dakota State University." 

Whether the facilities are owned by NDSU or by an affiliated non-profit corporation, NDSU 
and the state of North Dakota will derive substantial benefits for many years.  In all cases 
the financing was structured in the most efficient, cost effective manner possible by 
obtaining millions of dollars through tax credits and low financing rates. 

2. Disagree. The SHBE had two options: 1) attempt to struggle along for a year with a CEO 
that did not have the full support of the SBHE, NDUS presidents and the governor and face 
a potential lawsuit, thereby negatively impacting the NDUS ability to focus on important 
strategic priorities and momentum; or 2) negotiate a settlement to compensate Potts for the 
remaining year on his contract. The SBHE decided the second option was in the best short-
term and long-term interest of the NDUS. 

3. Disagree. ConnectND staff are located in both Grand Forks and Fargo. A long-time UND 
employee was hired for this position. The initial assumption was that the employee would 
spend time in Grand Forks and Fargo given the difficulty of the original implementation it has 
been more beneficial for the individual to spend the majority of their time in Fargo to work 
with the technical staff. This is a temporary arrangement; it is expected to continue through 
the Finance system 9.0 upgrade and will be reevaluated after that time. 
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INTERNAL BALANCES BETWEEN STATE AGENCIES AND COLLEGES AND 
UNIVERSITIES (FINDING 07-3) 
The procedures for identifying year-end balances or activity with state agencies and between 
colleges and universities need improvement.  This information is needed so the balances or 
activity can be properly eliminated or reclassified when preparing the state’s Comprehensive 
Annual Financial Report and the NDUS’s annual financial statements.  Following are some 
examples:   
1. OMB reported payments of about $1,000,000 to UND by state agencies in July 2007, yet 

UND reported a due from other state agencies of only $40,684.   
2. There were over $1,000,000 in payments between colleges and universities in July 2007, 

yet no elimination entry was made for these inter-entity receivables and payables.   
3. Certain system-wide projects accounted for in agency funds at NDSU and UND totaling over 

$1,000,000 were not properly reclassified as institutional funds.  As an example, the salary 
and operating expenses (about $290,000) of the interim chancellor were recorded in an 
NDSU agency fund, but the Board Office recorded the activity as non-operating expenses, 
instead of operating expenses. 

4. ConnectND established a reserve fund in fiscal year 2007 (with a balance of $3,231,146 at 
June 30, 2007) at NDSU.  These funds are reported as NDSU’s unrestricted net assets, 
even though they are system-wide funds that are intended to be used to implement the 
NDUS’s Recommendations to Improve ConnectND and for other ConnectND projects. 

 
GASB 34, paragraph 57 provides that in the process of aggregating data for the financial 
statements, some amounts reported as inter-entity activity and balances should be eliminated or 
reclassified. 
 
See Posted Audit Adjustment 2 on page 23 of this report and Passed Audit Adjustments 5, 6, 7, 
8, and 9 beginning on page 27 of this report. 
 
Recommendation: 
We recommend that the NDUS establish uniform procedures for identifying year-end balances 
and activity with state agencies and between NDUS colleges and universities. 
 
University System Response: 
Agree. The NDUS will establish more comprehensive procedures for identifying and eliminating 
or reclassifying inter-entity activity with state agencies and between NDUS colleges and 
universities prior to end of FY08. 
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PEOPLESOFT ACCESS RIGHTS (FINDING 07-4) 
We reviewed the access rights on PeopleSoft at all institutions.  We noted instances where 
individuals had access to computer application rights for processes they did not need.  It 
appeared that these individuals were given access to extra applications when PeopleSoft was 
first implemented, but access was not adequately monitored or updated, as needed.  We also 
noted that terminated individuals or individuals that switched departments did not have their 
access rights removed or changed.   
 
Good internal controls require proper restrictions as to access privileges for computer 
applications and procedures to monitor the need for changes in access rights as individuals 
switch duties and departments or end employment. 
 
Recommendation: 
We recommend that each campus assign one individual to monitor PeopleSoft access rights, so 
access privileges are restricted to necessary individuals and perform a review of access 
privileges on at least an annual basis. 
 
University System Response: 
Agree. For each of the three PeopleSoft systems, each campus and the system office already 
have a designated access control officer whose responsibility is to assign available roles to their 
staff. The control officers will perform a review of access privileges on an annual basis or as 
personnel and/or roles change. 
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IMAGING (FINDING 07-5) 
Based on our review of campus departments that are using electronic imaging systems for e-file 
record retention, numerous internal control, audit trail, and system security issues were noted.  
For details by school and department please refer to Appendix A, beginning on page 38.  The 
effects of these conditions range from loss of sensitive information to the web to potential loss of 
vital information on their systems without their knowledge to a possible catastrophic loss of 
information in the event of a critical system failure. 
 
All computer systems must comply with SBHE policy 1901.2.  In addition, to protect vital 
sensitive data, the institutions must apply strict and comprehensive internal controls.  It is 
management’s responsibility to insure the safety, security, reliability, and authenticity of the data 
placed on these systems. 
 
Recommendation: 
We recommend management ensure that: 
1. All imaging systems in use today and in the future are structured under a comprehensive 

internal control system to mitigate the potential loss or misuse of any information. 
2. It assumes its role of designing, testing, and monitoring all computerized systems used by 

their institutions. 
3. It assumes its role of establishing comprehensive policies and procedures to ensure proper 

internal controls and operating environments for imaging systems and source documents. 
4. All imaging systems in use today and in the future comply with SBHE and other 

governmental policies. 
 
University System Response: 
Agree. Prior to the completion of FY09, the NDUS will develop a system procedure for the 
implementation and management of imaging systems. 
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STUDENT LOAN SERVICE CENTER – ACCOUNT NUMBERS (FINDING 07-6) 
The Student Loan Service Center (SLSC) uses the borrower’s Social Security number as their 
account number instead of the borrower’s Student ID number.  
 
Failure to establish good internal controls increases the risk of identity theft and possible legal 
consequences.   
 
Recommendation: 
We recommend that the Student Loan Service Center stop using Social Security numbers as 
account numbers and start using their Student ID instead. 
 
University System Response: 
Agree. The SLSC does not use the Social Security number as an account number; however, the 
recommendation is referring to the electronic storage of social security numbers. The social 
security numbers are not hidden on the primary screen or in reports. The reports are mailed to 
the schools via certified mail. It should be noted that SLSC is only using Student Identification 
Numbers on correspondence with SLSC borrowers.  
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LACK OF SEPARATE RECORDS BY VCSU FOUNDATION (FINDING 07-7) 
VCSU Foundation (Foundation) has not maintained separate accounts for Valley City State 
University (VCSU) funds and assets.  The Foundation provided a statement listing all funds held 
by the Foundation, and provided no indication as to which funds belong to the Foundation and 
which funds are held for VCSU.  In order to identify ownership, VCSU must go through this list 
to identify VCSU funds.  Additionally, the Foundation pooled all funds together in multiple 
assets, again with no indication of which assets are owned by the Foundation and which assets 
belong to VCSU. 
 
The VCSU Foundation Financial Services Agreement Section 2 states that, “(the) Foundation 
shall maintain separate accounts and records for VCSU and Foundation funds and assets.” 
VCSU Foundation did not appear to honor this part of the agreement. 
 
Recommendation: 
We recommend that VCSU require the Foundation to maintain separate accounts and records 
for VCSU and Foundation funds and assets; as is required by the VCSU Foundation Financial 
Services Agreement. 
 
University System Response: 
Agree. VCSU and the VCSU Foundation have an agreement whereby the VCSU Foundation 
provides investment services for VCSU endowment funds. The terms of the agreement require 
the VCSU Foundation to maintain separate accounts and records for VCSU funds. Because of 
misinterpretation of nature of the agreement, VCSU Foundation records did not originally 
identify which accounts were owned by VCSU, although it was known by both parties. 
Subsequent to June 30, 2007, the VCSU Foundation records were corrected to reflect 
ownership of specific accounts by VCSU. 
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NDSU AND UND INDIRECT COST ACCRUALS (FINDING 07-8) 
UND accrues revenue and a receivable for indirect costs based on its accrued payroll at 
June 30, but they are not accruing other expenses (approximately $193,082).  NDSU on the 
other hand did not accrue any of those costs thereby understating indirect cost expense, indirect 
cost recovery, and the related receivables (approximately $830,993). 
 
GAAP dictates that the NDUS recognize revenue in the period earned and expense in the 
period incurred.  This should be the consistent treatment throughout the University System.  
Indirect cost revenue is earned once the expenses against which the indirect cost expense is 
recognized are incurred. This should all be accrued at year-end. 
 
See Passed Audit Adjustment 12 on page 28 of this report. 
 
Recommendation: 
We recommend that NDSU and UND record indirect cost related expense, revenue, and 
receivables in the period they are incurred and earned. 
 
University System Response: 
Agree.  NDSU and UND will implement the recommendation prior to the end of FY08. 
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NDSU AND UND – CHANGES TO DOCUMENTS AFTER APPROVAL (FINDING 07-9) 
NDSU changed two online transactions (ONL) (out of 37) after being approved.  One of the 
ONL’s had white-out covering the account, fund, and department numbers, with new numbers 
written over the white-out.  The Accounting Office changed the account codes on the other ONL 
after approval by the Ag Budget Office and the Grant and Contract Accounting Office.  In our 
test of expenditures at UND we noted that UND changed five vouchers (out of 17) after being 
approved.  These vouchers had white-out covering various amounts or numbers often with new 
amounts or numbers written on the white-out. 
 
Once a document is approved, good internal controls require that any subsequent change 
should be reviewed and initialed by the original approver. 
 
Recommendation: 
We recommend that NDSU and UND discontinue using white-out.  Instead, cross out incorrect 
amounts and write the correct amounts next to the incorrect amounts and approve each 
change. 
 
University System Response: 
Agree. NDSU and UND will discontinue the use of white-out immediately and instead cross out 
incorrect amounts and write the correct amounts next to the incorrect amounts. The person 
making the correction will initial the change. 
 
Auditor Rebuttal: 
For adequate internal control, the person who initially approved the document should be notified 
of the change and approve the change. 
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Posted Audit Adjustments 
DESCRIPTION: DR CR EXPLANATION/DISPOSITION

1 SNA
NDUSO State appropriation receivable 450,000$            Correct cash and appropriation receivable for cash 

Cash 450,000$        not received until July.

2 SRECNA - Elimination column entry
NDUS Tuition and fees 1,784,472           Eliminate duplication of revenue  and expense w hen

Operating expense 1,784,472       establishing the ConnectND reserve fund.

3 SRECNA - Elimination column entry
NDUS State grants and contracts 2,595,000           Eliminate revenue and expense created by transfers

Sales and services of educational departments 675,000              betw een NDUSO and the campuses.
General and special grant expense 3,270,000       

4 SNA - Elimination column entry
NDUS Deposits 963,353              Correct the Connect ND fee collection entry that 

Other assets 963,353          w as suppose to debit Deposits, but instead
debited Other Assets. 

5 SRECNA
NDSU Sales and services of educational departments 403,463              Correct misstatements due to non-auxiliary fund

UND Sales and services of educational departments 538,857              revenue being coded to auxiliary revenue and 
UND Auxiliary enterprises 3,616,159           auxiliary revenue being coded to sales and services 
UND Other operating revenue 3,616,159       of educational departments.

NDSU Auxiliary enterprises 403,463          
UND Auxiliary enterprises 538,857          

6 SRECNA
UND Net Income 1,125,945           Eliminate improperly recorded deferred revenues in 

State and local grants and contracts 1,109,981       Center of Excellence project funds. 
Nongovernmental grants and contracts 15,964            

SNA
Deferred revenue 1,131,951           

Grants and contracts receivable 6,006              
Net assets 1,125,945       

7 SRECNA
UND Net income 3,868,144           JE #'s 0000429138 & rev540726 w ere the same 

State and local grants and contracts 3,368,144       entry incorrectly posted tw ice during FY07.  This is 
Nongovernmental grants and contracts 500,000          to reverse one of the entries (entry 429138) and w as 

SNA numbered rev429138 and posted to the full accrual 
Deferred revenue 3,922,836           ledger. 

Accounts receivable 54,692            
Net assets 3,868,144       

8 SNA
UND Deferred revenue 300,000              To eliminate balance in project UND0011620 that 

Accounts receivable 300,000          w as closed out. Booked by UND JE 561500 to 
actuals.  The deferred revenue and corresponding 
receivable w ere not valid so they are eliminated here.

9 SNA
LRSC Deposits 1,930,807           Correct item type errors on the student f inance

Other assets 1,930,807       system.
 

(continued) 



 

NORTH DAKOTA UNIVERSITY SYSTEM Audit Report 24 
Year ended June 30, 2007 

Posted Audit Adjustments - continued 
DESCRIPTION: DR CR EXPLANATION/DISPOSITION

10 SNA
BSC Cash and cash equivalents 61,147                Correct errors for classif ication of restricted cash 

Restricted cash and cash equivalents 61,147            and investments per maximums allow ed in the bond
LRSC Cash and cash equivalents 62,934                indentures for debt service and repair and 

Restricted cash and cash equivalents 62,934            replacement funds.
MASU Restricted cash and cash equivalents 55,386                

Cash and cash equivalents 55,386            
MISU-BC Investments 1,744                  

Restricted investments 1,744              
NDSCS Restricted cash and cash equivalents 324                     

Cash and cash equivalents 324                 
NDSU Restricted cash and cash equivalents 1,128,862           

Cash and cash equivalents 1,128,862       
Restricted investments 541,040              

Investments 541,040          
UND Cash and cash equivalents 36,285                

Restricted cash and cash equivalents 36,285            
Restricted investments 1,498,507           

Investments 1,498,507       
VCSU Cash and cash equivalents 86,787                

Restricted cash and cash equivalents 86,787            
Investments 65,260                

Restricted investments 65,260            
WSC Restricted cash and cash equivalents 7,848                  

Cash and cash equivalents 7,848              

11 SNA
BSC Long-term liabilities - Due to others 1,400,000           Reclassify long term liabilities for amounts ow ed to 

Long-term liabilities - Due to CU 1,400,000       the component unit for capital lease of the
mechanical maintenance building.

12 SNA
BSC Expendable scholarships and fellow ships 2,742                  Reclassify Pell net assets.

Expendable institutional 2,742              
Expendable debt service 127,745              Reclassify net assets based on maximums allow ed 

Unrestricted net assets 127,745          by bond indentures.
LRSC Expendable institutional 248,756              Reclassify Center of Excellence project.

Expendable research 248,756          
Expendable debt service 91,967                Reclassify net assets based on maximums allow ed 

Unrestricted net assets 91,967            by bond indentures.
Unrestricted net assets 52                       Reclassify negative net assets to unrestricted for 

Expendable scholarships and fellow ships 52                   reporting purposes.
MASU Nonexpendable instruction and public service 6,281                  Reclassify Brunsdale loan fund.

Expendable loans 6,281              
Expendable debt service 10,596                Reclassify net assets based on maximums allow ed 

Unrestricted net assets 10,596            by bond indentures.
MISU-BC Expendable debt service 693                     Reclassify net assets based on maximums allow ed 

Unrestricted net assets 693                 by bond indentures.
Unrestricted net assets 127,142              Reclassify Thatcher Hall addition project that w as 

Expendable capital projects 118,741          restricted by enabling legislation.
Invested in capital assets 8,401              Reclassify $8,401 unrestricted in fund 00001 that 

should be classif ied as Invested in capital assets.
NDSCS Expendable institutional 464,188              Reclassify fund 30001 net assets to unrestricted.

Unrestricted net assets 385,194              Reclassify unrestricted net assets and interest pay in 
Invested in capital assets 816,920          fund 00001 and non-plant capital leases as invested 
Nonexpendable scholarships and fellow ships 500                 in capital assets.
Expendable research 31,962            Reclassify negative net assets to unrestricted.

(continued) 
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Posted Audit Adjustments - continued 
DESCRIPTION: DR CR EXPLANATION/DISPOSITION

NDSU Expendable debt service 446,095              Reclassify net assets based on maximums allow ed 
Unrestricted net assets 446,095          by bond indentures.

UND Invested in capital assets 11,185,407         Reclassify unspent bond proceeds and other 
Expendable debt service 1,408,824           payables related to projects UNDC070059, 57, 55.

Unrestricted net assets 12,594,231     to reclassify net assets based on maximums allow ed
by bond indentures.

VCSU Expendable debt service 36,736                Reclassify net assets based on maximums allow ed 
Unrestricted net assets 162,219              by bond indentures. To reclassify unrestricted net

Invested in capital assets 198,955          assets in plant fund 00050.

13 SNA
UND Investments - Other BND 13,468,483         Properly classify a repurchase agreement as an

Investments - Other BND 9,845                  investment rather than as cash.
Cash -Savings/MMK BND  13,468,483     
Cash - In BND  9,845              

14 SNA
UND Expendable loans 1,056,368           Record difference due to SLSC sending UND the 

Allow ance for doubtful notes-current 1,056,368       incorrect allow ance percentages for its allow ances.

SRECNA
Bad Debt Expense 1,056,368           
      Net Income 1,056,368       

15 SNA - NDSU Development Foundation
NDSU Long-term liabilities - current - due to others 335,050              Properly report related party transactions in 

Alumni Fund Long-term liabilities - noncurrent - due to others 9,170,734           compliance w ith GASB 34/35.  The development 
Long-term liabilities - current - contracts 335,050          foundation issued bonds for the Dome remodel and

payable to component unit the Horse Park.  They also leased an airplane.  NDSU
Long-term liabilities - noncurrent - contracts 9,170,734       is paying the debt and interest for each.

payable to component unit

16 SNA
UND  Allow ance for doubtful notes-current 821,855              Correct #14 above, incorrectly posted by NDUS.  All

Allow ance for doubtful notes-noncurrent 821,855          allow ances w ere posted to doubtful notes - current.

17 SNA - Research & Tech Park Foundation
NDSU Long-term liabilities - current - due to others 780,000              

Long-term liabilities - noncurrent - due to others 25,295,000         
Long-term liabilities - current - contracts 780,000          

payable to component unit
Long-term liabilities - noncurrent - contracts 25,295,000     

payable to component unit

18 SNA
BSC Long-term liabilities - noncurrent - due to others 5,000,000           Remove liability and asset for National Energy 

Invested in capital assets 5,000,000       Center of Excellence building.  The building is under 
construction and the asset/debt should not be show n 
until completion.

 
(continued) 
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Posted Audit Adjustments - continued 
DESCRIPTION: DR CR EXPLANATION/DISPOSITION

19 SNA
UND Long-term liabilities - noncurrent - due to others 1,660,960           Properly record the Aerospace Foundation's 

Accounts payable 1,698,186       elimination entry on UND's f inancial statements.
Payable to component units current 1,698,186           

Long-term liabilities - noncurrent - due to 1,660,960       
component units

Long-term liabilities - current - due to others 37,226                
Long-term liabilities - current - due to 37,226            

component units

20 SNA
UND Expendable research 1,742,645           Correct negative unrestricted net asset balances for 

Unrestricted net assets 1,742,645       funds 41000, 43300, 43500, 43700 that should have 
been reported as expendable research.

21 SNA
MISU Nonexpendable scholarships and fellow ships 2,155,916           Correct non-endow ed scholarship funds as

Expendable scholarship and fellow ships 2,155,916       expendable scholarship fund net assets.

SNA - Statement of net assets
SRECNA - Statement of revenues, expenses and changes in net assets
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Passed Audit Adjustments 

 
DESCRIPTION: DR CR EXPLANATION/DISPOSITION

1 SNA
NDUSO Cash 72,535$       To reclassify expenses for E. Dunn's salary and 

Unrestricted net assets 72,535$       expense from nonoperating to operating.  Also, a 
SRECNA portion of the general fund draw dow n w as not spent 
Salaries and w ages 277,535       in FY07 (still cash at 6-30-07).
Operating expense 12,511         
Increase in net assets 72,535         

General and special grant expense 362,581       

2 SNA
BSC Invested in capital assets 557,737       To correct overstatement of infrastructure as

Capital assets, net 557,737       compared to subsidiary ledger.  See #11 below .
SRECNA
Increase in net assets 557,737       

Capital improvement expenses 557,737       

3 SNA
NDSCS Accumulated depreciation - equipment 361,627       To correct overstatement of equipment accumulated 

Invested in capital assets 361,627       depreciation.
SRECNA
Increase in net assets 361,627       

Depreciation expense 361,627       

4 SRECNA
MISU Indirect costs 1,226,581    Projected error to correct overstated indirect costs
UND Facilities administration expense 1,226,581    based on our calculations. 

NDSU

5 SNA - Elimination column entry
NDUSO Accounts payable - NDSU & UND 675,468       To eliminate internal balances betw een institutions 

Cash - UND 390,420       in the total primary institution column.
Accounts receivable - UND 167,293       
Grants and contracts receivable - MiSU 117,755       

6 SNA
NDUSO Cash 613,581       To record entity w ide balances that are initially 

Accounts payable 586,949       recorded in NDSU agency funds 81090, 85230 and
Accrued payroll 11,419         85240, less cash recognized in #1 above.
Unrestricted net assets 15,213         

SRECNA
Increase in net assets 15,213         

Prior period correction 15,213         

7 SNA
NDUSO Unrestricted net assets 150,090       To correct entry setting up entity w ide projects at

Grants and contract receivable 150,090       UND.
SRECNA
Investment income 770,868       
Other deductions 149,657       

Sales and services of educational departments 246,195       
Salaries and w ages 156,346       
Operating expense 367,894       
Increase in net assets 150,090       

(continued) 
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Passed Audit Adjustments - continued 

DESCRIPTION: DR CR EXPLANATION/DISPOSITION
SNA
Cash 41,805         To reclassify balance in account 137001 to more

Grants and contract receivable 33,267         accurately describe the balances.
Accrued payroll 8,538           

SNA
Cash 329,352       To record entity w ide balances and activity that are

Accrued payroll 10,470         initially recorded in UND fund 82605.
Net assets 318,882       

SRECNA
Increase in net assets 318,882       

Other services 161,988       
Prior period correction 156,894       

8 SNA
UND Accounts payable 75                To reverse asset and liability balances belonging to

Accrued payroll 18,934         the University System in UND agency funds 82555,
Deposits 352,148       82603, 82605, 82607, and 52609.

Cash 371,157       

9 SRECNA - Elimination column entry
NDSU Sales and services of educational departments 149,657       To eliminate revenue and expense for the transfer 

NDUSO Other deductions 149,657       of funds betw een campuses.

10 SNA
MISU Restricted net assets 980,994       To post a projected error based on analytics.
NDSU Grants and contracts receivable 980,994       

UND SRECNA
Federal grants and contracts 980,994       

Increase in net assets 980,994       

11 SNA  
BSC Capital assets, net 557,737       To adjust entry #2 above to record FY 2003 energy

Invested in capital assets 409,007       retrofit project expenses as buildings and leaseholds
Accumulated depreciation - buildings 148,730       instead of Infrastructure/land improvements and to

SRECNA recognize depreciation expense and accumulated
Building improvement capitalized 557,737       depreciation.
Depreciation expense 37,182         
Prior period correction 111,548       

Increase in net assets 706,467       

12 SNA
UND Accounts receivable 193,082       To accrue amounts related to indirect cost recovery 

Unrestricted net assets 193,082       for expenses posted back from the subsequent year.
NDSU Accounts receivable 830,993       Ideally this w ould be spread amongst federal, state 

Unrestricted net assets 830,993       and private income how ever w e are using federal as 
SRECNA w e have no w ay of identifying allocations.

UND Increase in net assets 193,082       
Federal grants and contracts 193,082       

NDSU Increase in net assets 830,993       
Federal grants and contracts 830,993       

 continued) 
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Passed Audit Adjustments - continued 
DESCRIPTION: DR CR EXPLANATION/DISPOSITION

13 SNA
UND Restricted net assets 342,808       To reduce revenue, receivables and liabilities related 

Deferred revenue 133,703       to advance pay type contracts w here the receivable 
Grants and contracts receivable 133,703       does not appear valid.
Accounts receivable 342,808       

SRECNA 
Federal grants and contracts 342,808       

Increase in net assets 342,808       

SNA - Statement of net assets
SRECNA - Statement of revenues, expenses and changes in net assets
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2007 Management Letter Informal Comments 

 
December 11, 2007 
 
 
Ms. Darci Trenda 
Director of Financial Reporting 
North Dakota University System 
600 East Boulevard Avenue - 10th Floor 
Bismarck, ND 58505-0230 
 
Dear Ms. Trenda: 
 
The Office of the State Auditor has completed its financial audit of the North Dakota University System 
for the year ended June 30, 2007.  As part of our examination, we gained an understanding of the 
internal control over financial reporting and tested compliance with laws and regulations to the extent 
we considered necessary.  We have issued our report on internal control over financial reporting and 
compliance and other matters dated December 11, 2007. 
 
Our audit procedures are designed primarily to enable us to report on the internal control over 
financial reporting and compliance with laws and regulations as they relate to the financial statements 
and may not bring to light all deficiencies in internal control or noncompliance with laws and 
regulations that may exist.  We aim, however, to use our knowledge gained during our work to make 
comments and suggestions, which we hope will be useful to you. 
 
In connection with the audit, we noted certain conditions that we did not consider reportable within the 
context of your audit report.  These matters, which do not have a material effect on the financial 
statements, involve control deficiencies and/or instances of noncompliance with laws and regulations.  
The recommendations presented below are intended to improve or correct control deficiencies and 
noncompliance with laws and regulations.  During future audit engagements, we will review the status 
of these recommendations to ensure that procedures have been initiated to address these 
recommendations.  If no action has been taken, we will consider the appropriate course of action.  
Action could consist of inclusion in future audit reports. 
 
I would encourage you to contact our Fargo office if you have any questions about the implementation 
of recommendations included in your audit report or this letter. 
 
Sincerely, 
 
 
 
John Grettum, CPA 
Audit Manager, Division of State Audit 



 

NORTH DAKOTA UNIVERSITY SYSTEM Audit Report 31 
Year ended June 30, 2007 

1. Grants Office Daily Deposits - UND 
The Grants and Contracts Administration office at UND is not depositing its receipts to the 
business office on a daily basis.  We noted that the deposits for 9-6-06 ($114,422.52) weren’t 
deposited until 9-8-06 (with the 9-7-06 deposit), and the deposits for 11-2/3/7-06 weren’t deposited 
until 11-9-06 with the 11-8-06 deposit.  The totals for these 3 days were $18,900, $131,837.63, 
and $52,239.22, respectively. 
 
Good internal controls dictate that monies be deposited on a daily basis. 
 
Recommendation: 
We recommend that the Grants and Contracts Administration office (and any other material 
collection points that don’t) make daily deposits to the Business office and not hold monies in the 
Grants and Contracts Administration office. 
 
University System Response: 
Agree. UND Grants and Contracts will follow UND Internal auditing deposit guidelines which 
states “cash receipts should be deposited intact and without delay."   If extenuating circumstance 
occur, UND Grants and Contracts will restrictively endorse the check and store in the Student 
Account Services vault. 
 
 

2. Internal Auditor Reporting – NDSU 
Based on our review of the organizational chart of NDSU, we noted the Internal Auditor reports 
directly to the VP for Business and Finance. 
 
Government Auditing Standards, paragraph 3.02 discusses auditor independence.  This 
paragraph sites “In all matters relating to the audit work, the audit organization and the individual 
auditor, whether government or public, must be free from personal, external, and organizational 
impairments to independence, and must avoid the appearance of such impairments.”  In this 
regard, the best business practices would conclude that internal auditors should report to an audit 
committee rather than an officer of the organization, because the opinions issued by the auditor 
may be impaired due to reporting responsibilities. 
 
Recommendation: 
We recommend that the internal auditor report to an audit committee rather than the VP of 
Business and Finance at NDSU.  If this is not feasible, then at a minimum, the internal auditor 
should report directly to the President of the University.  However, since both UND and NDSU now 
have internal audit departments, we would again recommend that the Board Office establish an 
audit committee for these institutions to report to. 
 
University System Response: 
Agree. The NDSU internal auditor will report directly to the president on all audit activities. 
 
 

3. Voided Receipts – NDSU 
NDSU’s business office does not require that voided receipts be approved by anyone else but the 
teller doing the void if it is a same day void.   
 
Strong internal controls require approval for voided receipts to ensure that tellers don’t 
misappropriate funds. 
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Recommendation: 
We recommend that NDSU require someone other than the teller to approve voided receipts and 
that documentation of the approval process be maintained for audit purposes.  It can be as simple 
as a copy of the voided receipt included with the teller’s cash proof sheet showing approval by 
another designated employee in the office. 
 
University System Response: 
Agree. NDSU will implement the recommendation immediately. 
 
 

4. Cash Reconciliations – DSU, MASU, MISU-B, NDSCS, UND, WSC, and NDUSO  
During our review of the bank reconciliations provided by each institution we found numerous 
errors. The following list shows the type of error found, followed (in parentheses) by a list of the 
institutions where the error was found. 
• The cash balance reported by the bank was not reconciled to the balance reported on the 

institution’s books, so the two sets of records were not reconciled. (DSU, MASU, MISU-B, 
UND, WSC) 

• The bank reconciliation was not submitted to our office in a timely manner. (NDUSO) 
• Cash belonging to an agency, and not to the institution, was included in the reconciliation. 

(DSU, NDSCS) 
• Cash collections from credit card sales were not included in the reconciliation. (DSU, MASU) 
• $450,000 of General Fund draws taken in fiscal year 2008 were reported on the fiscal year 

2007 reconciliation. (NDUSO) 
 

For proper internal control all bank accounts for which cash is recorded on the general ledger 
should be included in the reconciliation and reconciled to the general ledger. 
 
Recommendation: 
We recommend that: 
• All institutions use a comprehensive cash reconciliation format to ensure all cash balances are 

included in the reconciliation and that the reconciled cash balance agrees to the general 
ledger cash balance. 

• All institutions submit the reconciliation to our office by the date requested. 
• No institution includes foundation cash in its year-end balances. 
• Credit card sales on or prior to June 30 be properly recognized as cash for that fiscal year. 
• The Board Office only recognize cash that is available and on deposit as cash on its general 

ledger. 
 
University System Response: 
Agree. 
DSU and MASU did provide 6/30/2007 cash reconciliation in the format that had been used in 
previous years. DSU and MASU will make changes to the format as suggested.  
MISU-B did provide 6/30/2007 cash reconciliation that was in balance. 
UND did provide a 6/30/2007 cash reconciliation that was in balance. 
WSC did provide 6/30/2007 cash reconciliation with an unidentified difference of $90. 
NDUSO will provide the reconciliation in a timely matter and record current year general funds 
received after June 30 as a receivable. 
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5. Lack of Approval for Write-offs of Bad Debt 
NDSU lacked documentation indicating proper approval for the write-off of bad debts. 
 
Good internal controls require that approval from someone not involved in the day-to-day 
operations related to accounts receivable approve the write-offs and in doing so establish an audit 
trail of said approval. 
 
Recommendation: 
NDSU should establish policies and procedures for the write-off of uncollectable accounts 
receivable and audit trail which documents proper approval of the write-offs. 
 
University System Response: 
Agree. NDSU will implement the recommendation immediately. 
 
 

6. Employee Tuition Waivers – MASU, MISU-BC, NDSCS 
MaSU, MiSU-B, and NDSCS did not allocate any of their scholarship waiver expense as 
compensation expense for waivers granted to employees.  The reclassification was overlooked.  
The amount involved for fiscal year 2007 was about $57,000. 
 
NACUBO Advisory Report 2000-5, number 16 states that tuition remission policies developed as 
employee benefits should be accounted for as compensation expense and not as a scholarship 
allowance to tuition because the tuition remission was given in exchange for services. 

 
Recommendation: 
We recommend that tuition waivers given in exchange for services be accounted for as 
compensation expense. 
 
University System Response: 
Agree. MaSU, MiSU-B, and NDSCS will implement the recommendation in FY08. 
 
 

7. Use of Direct Write-off Method – NDUS 
The NDUS currently uses the direct write-off method instead of the allowance method when 
writing off accounts receivable.   
 
Generally Accepted Accounting Principles require large entities to use the allowance method 
when writing off accounts receivable.  The direct write-off method is only allowable for insignificant 
entities. 
 
Recommendation: 
We recommend that the schools of the NDUS use the allowance method for the write-off of 
accounts receivable and not write the accounts off directly (the direct method). 
 
University System Response: 
Agree. NDUS is using the direct method. Some of campuses record the allowance in a central 
fund and expense the bad debts to the applicable funds when written off. At the end of the year 
the fund in which the allowance is recorded is adjusted for the bad debts that were written off. 
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8. Write-off of Accounts Receivable and Reconciliation of Reports – UND 
We noted UND: 
• Did not write any accounts receivable off during fiscal year 2007.   
• Had an unreconciled net difference of $18,826 between its general ledger and subsidiary 

reconciliation report; however, the absolute difference between the two was $106,610 in that it 
went both ways (-$43,892 one way and +$62,718 the other).  

• Subsidiary reconciliation report was not reconcilable to the aging report.  Per UND, the aging 
report does not include credits but the difference between the two reports was $80,452 and 
the total for credits in the subsidiary recon report totaled $34,720, leaving a difference of 
$45,732.  We believe these reports should be reconcilable. 

• Was not performing monthly reconciliations of accounts receivable in an effort to isolate the 
problems causing new differences and to identify differences that remain stable. The 
reconciliation shows $10,462 in new differences (absolute value); therefore it doesn’t appear 
the system is working error free yet. 
 

Good internal controls dictate identifying and reconciling differences between subsidiary listings 
and general ledger totals. 
 
Recommendation: 
We recommend that UND: 
• Evaluate and write-off old accounts receivable against its allowance for doubtful accounts. 
• Continue to identify and stabilize differences between its general ledger and subsidiary 

reconciliation report through the use of monthly reconciliations. 
• Reconcile the aging report to the subsidiary reconciliation report. 
 
University System Response: 
Partially agree. UND has identified and stabilized the differences between the general ledger and 
the subsidiary recon report. UND plans to balance accounts receivable four times a year. UND did 
not write off any accounts receivable during FY07 due to the fact that accounts receivable wasn’t 
completely reconciled to the general ledger. UND plans to write off accounts receivable as 
necessary in FY08. The aging report was not designed to balance to the subsidiary recon report. 
UND’s priority will continue to be to balance the subsidiary recon report to the general ledger.  
 
 

9. Reconciliation of Accounts Receivable Reconciliation Report with Aging Report – NDSU 
NDSU’s accounts receivable reconciliation report and the accounts receivable aging report 
differed by $277,189.66.  After adjusting for the credit balance on the reconciliation report (they 
don’t show up on the aging) the remaining difference was only $14,087.69.  This difference was 
unexplained and these two reports should be reconcilable. 
 
Good internal controls require reports to be reconcilable between one another, especially when it 
comes from the same source. 

 
Recommendation: 
We recommend that NDSU reconcile the accounts receivable reconciliation report to the accounts 
receivable Aging report and explain any differences. 
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University System Response: 
Partially Agree. The aging report was not designed to reconcile to the accounts receivable 
reconciliation report. As noted above, the major difference is the exclusion of credit balances. 
NDSU agrees that the reports should reconcile and will work with ConnectND to identify the 
differences however; because the accounts receivable recon report is reconciled to the general 
ledger, this is not a priority at this time.  
 
 

10. Depreciation of Leased Buildings/Improvements – NDSU 
NDSU entered into a capital lease for $3,500,000 with the NDSU Development Foundation for the 
FargoDome improvements to locker rooms and coaches offices.  The lease is for 15 years.  The 
ownership at the end of the 15 years will be with city of Fargo. NDSU is depreciating the 
improvement over 20 years which is their normal useful life for an improvement.  However, since 
the lease term is only 15 years and NDSU will not own the improvement at the end of 15 years, 
the useful life should be only 15 years.  For fiscal year 2007, the depreciation was understated by 
$58,333. 
 
NDSU entered into a capital lease for $5,600,000 with the NDSU Development Foundation for the 
Downtown campus building.  The lease is for 35 years.  The ownership at the end of the 35 years 
will be with the NDSU Development Foundation.  NDSU is depreciating this improvement over 20 
years.  However, since the lease term is 35 years and NDSU will not own the improvement at the 
end of the 35 years, the useful life should be 35 years.  For fiscal year 2007, the depreciation was 
overstated by $120,000. 
 
SFAS (Statements of Financial Accounting Standards) No. 13 paragraph 11 states that if the lease 
does not become the property of the lessee at the end of the lease term and there is no bargain 
purchase option, the lease should be depreciated over the life of the lease, not the life of the 
building. 
 
Recommendation: 
We recommend that NDSU depreciate the FargoDome improvements over the life of the lease of 
15 years and the downtown campus building over the life of the lease of 35 years.   
 
University System Response: 
Agree. NDSU will implement the recommendation in FY08. 
 
 

11. Timely and Accurate Audit Request Data – LRSC, NDSCS, WSC 
LRSC, NDSCS, and WSC did not provide requested documents to the SAO on a timely basis. 
 
Due to the nature and timing of the state’s CAFR due dates, the limited resources to audit the 
NDUS financial statements and the magnitude of problems encountered in the statements as 
evidenced by the numerous audit adjustments and recommendations, significant improvement in 
the submission of audit data is required. 
 
Recommendation: 
We recommend that LRSC, NDSCS, and WSC take the necessary steps and commit the 
resources necessary to remit accurate and timely audit data. 
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University System Response: 
Agree. LRSC, NDSCS and WSC will take necessary steps to ensure that accurate and timely 
audit data will be remitted in the future. 
 
 

12. Cost Reimbursable Project Revenue and Expense – MISU, UND 
For Cost Reimbursable (CRB) projects at Minot State University and the University of North 
Dakota it appears there could be problems related to revenue and expense recognition based on 
the net activity in said project types.  That is because CRB projects draw revenue based on 
expense it is logical that revenue and expense should approximately equal.  For the three schools 
that use the Grants system the percentage of CRB projects that don’t net to zero are 53% 
(68/128) at MiSU; 4% (46/1042) at NDSU and 53% (578/1095) at UND.  NDSU was included in 
this recommendation commentary for comparison purposes only. 
 
Further, both MiSU and UND recorded more revenue than expense for CRB type projects.  
MiSU’s revenue over expense was $345,575 while UND’s was $196,630.  NDSU had expense 
exceeding revenues of $51,708.  At MiSU both CRB types (letter of credit and non-letter of credit) 
had revenue exceed expense by $168,895 and $176,680 for CRB_LOC and CRB_NONLOC, 
respectively.  At UND CRB_LOC revenue exceeded expense by $1,919,353 while conversely 
CRB_NONLOC types actually had expense in excess of revenue totaling $1,722,723 for a net of 
$196,630 as noted above. 
 
Cost Reimbursable grant and contract revenues should only be drawn when the expense has 
been incurred. 
 
See Passed Audit Adjustment 10 on page 28 of this report. 
 
Recommendation: 
We recommend that MiSU and UND perform more extensive year-end reviews of all grant and 
contract projects to ensure they are operating as defined (CRB, Scheduled Pay, Advance Pay, 
etc).  Both schools should ensure that CRB project type revenue does not exceed the expense. 
 
University System Response: 
Agree. UND has performed extensive review and posted amounts to match revenue in expense 
by project. UND and MiSU will investigate the list of projects provided by the auditors to determine 
why expenses did not equal revenue in all projects. 
 
 

13. HRMS Payroll Changes – UND 
When making corrections from payroll errors other than earnings changes, EERC is not making 
corrections to the payroll system or HRMS, but rather directly entered the changes to the finance 
system. 
 
Good internal controls dictate that corrections be made to the module where the originating entry 
was made.  Also, in the case of the payroll module, corrections should be made to each 
employee’s record. 
 
Recommendation: 
We recommend that EERC correct HRMS for all past and future payroll errors. 
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University System Response: 
Partially disagree. In the past, EERC was posting numerous journal entries to correct payroll-
funding transactions. Since a number of procedures have been tried which include EERC making 
corrections to payroll funds prior to the HRMS posting, the number of journal entries have 
significantly decreased. In fiscal year 2008, 12 journal entries have been posted with 82% of the 
journal lines being less then $100. If the journal entries do not decrease to a minimum by the end 
of fiscal year 2008, the EERC will implement the recommendation beginning July 1, 2008. 
 
 

14. Asset Management System 
We noted that only WSC was using the PeopleSoft Asset Management system for keeping track 
of land, improvements, infrastructure, and buildings.  The other institutions were maintaining 
separate spreadsheets for the cost, as well as depreciation, of these non-equipment assets.   
 
There is a lack of efficiency by maintaining off-system records of land, buildings, and 
improvements and not utilizing all the features of PeopleSoft.  Also, not all campuses are 
consistent since WSC is using the Asset Management system, but the other ten are not. 
 
Recommendation: 
We recommend that the entire NDUS start using the Asset Management system for land, 
buildings, improvements, and infrastructure. 
 
University System Response: 
Disagree. The existing spreadsheet system used for tracking buildings, improvements and 
infrastructure is working well. The NDUS does not believe the PeopleSoft Asset Management 
system is more efficient. 
 
 

15. Recordkeeping and Disclosure of Investments – UND 
From our review of UND’s investment subsidiary ledger we noted that bond indenture investments 
were not always included in the subsidiary.   
 
For proper record maintenance and proper reporting, all investments should be included in the 
investment subsidiary, which in turn should be reconciled to the general ledger.   
 
Recommendation: 
We recommend that all investments be included on the investment subsidiary ledger and agreed 
to the general ledger. 
 
University System Response: 
Disagree. UND has two investment subsidiaries, the bond indenture investments are kept in a 
subsidiary managed by the UND Controller’s Office which is reconciled to the general ledger. All 
other investments are managed in a subsidiary by the Cash and Investment Manager, which also 
reconciles to the general ledger. For efficient management of our investment funds, we find two 
subsidiaries to be more effective. 
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Appendix A - Imaging 

Below is a listing of internal control and computer system problems identified in our review of the 
imaging systems used by the NDUS institutions.  Although extensive, this listing is limited to our 
review and cannot be considered complete.  We will first note problems associated with all imaging 
systems and then list the unique problems (if applicable) for each institution/location to identify all 
locations/imaging systems and problems that need to be addressed in context with the 
recommendation as written. 
 
Common problems to be addressed for all NDUS Imaging Systems: 
 
• Source documents are only being verified by the individual assigned to scan the original 

document.  This verification only consists of legibility – to see if the document can be read by the 
viewer.  None of the document’s contents is verified by a knowledgeable user nor is there a way 
for the system to document separate verification. 

• The individuals assigned to scan documents also have the ability to destroy any document on the 
system.  Scanning personnel are usually part-time or student employees (not applicable for MiSU 
Admissions or VCSU). 

• Audit software available on the system has not been enabled so no one has the ability to track 
system users or identify hackers. 

• Passwords are not required to be changed regularly and/or are not of a minimum length and are 
not required to use alpha, numeric, or special keys (not applicable at BSC and VCSU). 

• Back-up or restore systems have not been tested (not applicable at VCSU). 
• The software does not provide for ERM by providing automated deletion dates for the records 

stored or it has not been enabled. 
• There does not appear to be a system in place to monitor deletion dates for electronic records to 

comply with the institution’s record retention schedules 
• Management has neglected to establish a system to comply with existing policies or to draft 

additional policies to ensure record maintenance, safety, authenticity to comply with HIPAA 
(Health Insurance Portability and Accountability Act). 

• A system for regular testing of system performance and reliability for hardware and software is not 
being performed or documented. 

• The software has the ability to “lock-out” password/user ID’s who make repeated attempts to sign-
on, but this software has not been enabled (not applicable at BSC, NDSCS, and VCSU). 

• The institution does not appear to have policies or procedures to regulate departmental 
implementation of imaging devices prior to obtaining appropriate authorization or attending 
classes on the proper use, access, security of the system being installed. 

• The institution does not appear to have policies or procedures to ensure that the software used 
has the ability to be converted to other imaging systems if the manufacturer ceases to support it 
 

Additional Common problems for all ImageNow Imaging Systems: 
 
• According to the ImageNow permissions list, the “owner” has too much access to the system 

including the ability to destroy all system information. 
 
NDSU – NDSU used three different imaging systems during fiscal year 2007.  The systems used were 
ImageNow (Registrar and Records, Grad School, Residents Life), Application Xtender (Financial Aid) 
and E-Cabinet (SLSC and HR/PR).  Other departments on campus may be using these or other such 
systems, but the IT Department was not aware of any others, but not all such systems were being 
approved by the IT Department which is required by SBHE 1901.2.  Each of these systems had 
significant internal control and record maintenance issues as described above and below: 
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1. ImageNow: 

a. Registrar and Records Office:  The records being e-stored by this office include, but are not 
limited to, academic records, AP, and similar test scores, college transcripts which include 
names, address, student number, and SSN of the student FERPA consent to release forms, 
FERPA restricted directory, and graduation lists. 

b. Graduate School:  The records being imaged include, but are not limited to, teaching waiver 
requests, hiring form, change of funding form, financial certification form, tuition waivers, 
transcripts, and resumes. 

c. Residents Life:  The records being imaged include, but are not limited to, resident hall 
contracts, apartment contracts, criminal disclosure form, receipts, and FERPA release forms. 

 
2. Application Xtender (distributed by and maintained by Computer Services, Inc.)  

a. Financial Aid Office:  The records being imaged by this office include, but are not limited to, 
financial aid applications, student and parent tax documents, and award letters.  
i. Current source documents are being destroyed within a month of being scanned, so no 

audit comparison could be done between the source and the imaged document for those 
older than a month. 

ii. Subsequent to our review, the audit software was enabled but no procedures exist for 
routine periodic review of the records. 

iii. According to the Application Xtender permissions list, the “owner” has too much access to 
the system including the ability to destroy all system information. 

 
3. E-Cabinet:   

a. Student Loan Service Center:  The documents being imaged by this department include, but 
are not limited to, student loan promissory notes, loan applications, loan cancellation, and loan 
deferment waivers. 
i. This system was installed without the knowledge or approval of the IT department and 

when remodeling of the office where the server was located occurred, the server was 
moved and was reconnected to an unprotected web-line which gave open web access to 
personal information. 

ii. This imaging system does not encrypt its stored information and is vulnerable to hacking.  
iii. Current source documents are being destroyed within a month of being scanned, so no 

audit comparison could be done between the source and the imaged document for those 
older than a month. 

iv. Subsequent to our review, the audit software was enabled but no procedures exist for 
routine periodic review of the records. 

v. The software has the ability to “lock-out” password/user ID’s who make repeated attempts 
to sign-on, but this software has not been enabled. 

 
UND – UND used two different imaging systems during fiscal year 2007.  The systems used were 
ImageNow (Financial Aid, Registrar, Graduate School, and Admissions and Records) and Application 
Xtender (Accounting Services, Payroll, Human Resources, Business Office, Purchasing, and 
Housing).  Other departments on campus may be using these or other such systems, but we are not 
aware of any others.   Each of these systems had significant internal control and record maintenance 
issues as described above and below: 
 
1. ImageNow: 

a. Financial Aid Office:  The records being imaged by this office include, but not limited to, 
financial aid applications, student and parent tax documents, checks, and award letters. 
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i. Source documents are only maintained for one month then they are destroyed.  Without a 
system to verify electronic records to source documents, no assurance can be made that 
electronic records are accurate. 

 
b. Registrar’s Office:  The records being e-stored by this office include, but are not limited to, 

academic records, AP and similar test scores, college transcripts which include names, 
address, student number and SSN of the student FERPA consent to release forms, FERPA 
restricted directory, and graduation lists. 
i. No system or procedures exist for routine periodic review of the audit log. 
ii. Source documents are only maintained for one month then they are destroyed.  Without a 

system to verify electronic records to source documents, no assurance can be made that 
electronic records are accurate. 

 
c. Admissions & Records Office:  The records being e-stored by this office include, but are not 

limited to, academic records, AP and similar test scores, college transcripts which include 
names, address, student number and SSN of the student FERPA consent to release forms, 
FERPA restricted directory, and graduation lists. 

 
d. Graduate School:  The records being e-stored by this office include, but are not limited to, 

Graduate School E&R form, department recruitment request, job data hire form, position 
funding form, transcripts, and test scores. 
i. Audit software available on the system has been enabled, but the log is not legible.  So no 

one has the ability to track system users or identify hackers.  Based on communications 
with UND, the manufacturer is working on this problem. 

ii. No system or procedures exist for routine periodic review of the audit log. 
iii. Source documents are only maintained for one month then they are destroyed.  Without a 

system to verify electronic records to source documents, no assurance can be made that 
electronic records are accurate. 
 

2. Application Xtender: 
a. Accounting Services:  The records being e-stored by this office include, but are not limited 

to, requests for payment, invoices, billings, refund/disbursements, vouchers, check copies, 
journal entries, and other expense supporting documentation. Current source documents are 
being destroyed within a month of being scanned, so no audit comparison could be done 
between the source and the imaged document for those older than a month. 
i. Subsequent to our review, the audit software was enabled but no procedures exist for 

routine periodic review of the records. 
ii. During our test of expenses, we noted that source documents had been changed by 

Accounting Services and then scanned as original documents without apparent approval 
by the originating department. 

 
b. Payroll:  The records being e-stored by this office include, but not limited to, payroll files, time 

slips, and leave slips. 
i. Current source documents are being destroyed within a month of being scanned, so no 

audit comparison could be done between the source and the imaged document for those 
older than a month. 

ii. Subsequent to our review, the audit software was enabled but no procedures exist for 
routine periodic review of the records. 
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c. Human Resources:  The records being e-stored by this office include, but are not limited to, 
personnel files, position appointments, salary and wage information, SSN, names, and 
addresses. 
i. Current source documents are being destroyed within a month of being scanned, so no 

audit comparison could be done between the source and the imaged document for those 
older than a month. 

ii. Subsequent to our review, the audit software was enabled but no procedures exist for 
routine periodic review of the records. 

 
d. Business Office:  The records being e-stored by this office include, but are not limited to, 

purchase requisition, purchase supporting documents, and purchase orders. 
i. Current source documents are being destroyed within a month of being scanned, so no 

audit comparison could be done between the source and the imaged document for those 
older than a month. 

ii. Subsequent to our review, the audit software was enabled but no procedures exist for 
routine periodic review of the records. 

 
e. Purchasing Office:  The records being e-stored by this office include, but are not limited to, 

purchase requisitions, purchase supporting documents, and purchase orders. 
i. Current source documents are being destroyed within a month of being scanned, so no 

audit comparison could be done between the source and the imaged document for those 
older than a month. 

ii. Subsequent to our review, the audit software was enabled but no procedures exist for 
routine periodic review of the records. 

 
f. Housing Office:  The records being e-stored by this office include, but are not limited to, 

purchase requisitions, purchase supporting documents, and purchase orders. 
i. Current source documents are being destroyed within a month of being scanned, so no 

audit comparison could be done between the source and the imaged document for those 
older than a month. 

ii. Subsequent to our review, the audit software was enabled but no procedures exist for 
routine periodic review of the records. 
 

MISU – MISU uses the ImageNow software for imaging Financial Aid, Registrar, and Admissions 
Office records.  Other departments on campus may be using this or other such systems, but we are 
not aware of any others.   Based on our review we noted this system had significant internal control 
and record maintenance issues as described above and below: 
 
1. ImageNow: 

a. Financial Aid Office:  The records being imaged by this office include, but are not limited to, 
financial aid applications, appeals, special circumstance issues, student and parent tax 
documents, checks, and award letters. 
i. Audit software available on the system has been enabled, but the log is not legible.  So no 

one has the ability to track system users or identify hackers.   
ii. Source documents are only maintained for one month then they are destroyed.  Without a 

system to verify electronic records to source documents, no assurance can be made that 
electronic records are accurate. 

 
b. Registrar’s Office:  The records being imaged by this office include, but are not limited to, 

Student files, transcripts, grade changes, name changes, add/drop requests, and sometimes 
SSN.   
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i. Audit software available on the system has been enabled, but the log is not legible.  So no 
one has the ability to track system users or identify hackers.   

ii. No system or procedures exist for routine periodic review of the audit log. 
iii. Source documents are maintained for one year and then they are destroyed.  However, 

within this one year period, source documents are not compared to imaged documents to 
assure validity. 

 
c. Admissions Office:  The records being imaged by this office include, but are not limited to, 

Applications, ACT & SAT scores, high school and college transcripts and admissions letters.  
i. Audit software available on the system has been enabled, but the log is not legible.  So no 

one has the ability to track system users or identify hackers.   
ii. No system or procedures exist for routine periodic review of the audit log. 

 
BSC – BSC uses the ImageNow software for imaging Financial Aid, Registrar and Admissions Office 
records.  Other departments on campus may be using this or other such systems, but we are not 
aware of any others.   Based on our review we noted this system had significant internal control and 
record maintenance issues as described above and below: 
 
1. ImageNow: 

a. Financial Aid Office:  The records being imaged by this office include, but are not limited to, 
financial aid applications, appeals, special circumstance issues, student and parent tax 
documents, checks, and award letters.   
i. Audit software available on the system has not been enabled.  So no one has the ability to 

track system users or identify hackers.  
ii. No system or procedures exist for routine periodic review of the audit log. 
iii. Source documents are only maintained for one month then they are destroyed.  Without a 

system to verify electronic records to source documents, no assurance can be made that 
electronic records are accurate. 

 
b. Registrar’s Office:  The records being imaged by this office include, but are not limited to, 

Student files, high school and college transcripts, applications, ACT tests, placement, grade 
changes, name changes, add/drop requests and sometimes SSN.     
i. No system or procedures exist for routine periodic review of the audit log. 
ii. Source documents are maintained for two years and then they are destroyed.  However, 

within this period, source documents are not compared to imaged documents to assure 
validity. 

 
c. Admissions Office:  The records being imaged by this office include, but are not limited to, 

students admissions file, application, immunization, high school and college transcripts, ACT 
scores, and student correspondence.  Per discussion with Carla Gabrial (Dean), the imaging 
system is only accessed through the school’s LAN which requires 8 character passwords and 
password changes every 90 days.   
i. No system or procedures exist for routine periodic review of the audit log. 
ii. Source documents are maintained for two years and then they are destroyed.  However, 

within this period, source documents are not compared to imaged documents to assure 
validity. 

 
NDSCS – NDSCS enrollment services and human resources uses the ImageNow imaging software.  
Other departments on campus may be using this or other such systems, but we are not aware of any 
at this time.   Based on our review we noted this system had significant internal control and record 
maintenance issues as described above and below: 
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1. ImageNow: 

a. Enrollment Services:  The records being imaged by this office include, but are not limited to, 
students admissions file, application, immunization, high school and college transcripts, ACT 
scores, and student correspondence.  
i. Audit software available on the system has been enabled, but the log is not legible.  So no 

one has the ability to track system users or identify hackers.   
ii. No system or procedures exist for routine periodic review of the audit log. 
iii. Back-up media is stored in the IT area, not off-site. 
iv. Passwords are not required to be changed regularly. 

 
b. Human Resources:  The records being imaged by this office include, but are not limited to, 

personnel files, position appointments, salary and wage information, SSN, names, and 
addresses. 
i. Current source documents are being destroyed within a month of being scanned, so no 

audit comparison could be done between the source and the imaged document for those 
older than a month. 

ii. Subsequent to our review, the audit software was enabled but no procedures exist for 
routine periodic review of the records. 

iii. Back-up media is stored in the IT area, not off-site. 
 
VCSU – VCSU financial aid office uses an off-the-shelf scanner to electronically image its paper 
copies.  The documents are stored on files on a local server housed in the IT server area. Other 
departments on campus may be using this or other such systems, but we are not aware of any others.   
Based on our review we noted this system had significant internal control and record maintenance 
issues as described above and below: 
 
1. Blackboard Academic Suite 

a. Financial Aid Office:  The records being imaged by this office include, but are not limited to, 
financial aid applications, appeals, special circumstance issues, student and parent tax 
documents, checks, and award letters.  
i. Blackboard is an e-file imaging software, not an e-record software.  As such, the document 

scanned can be altered. 
ii. Pass-words are not “locked out” if entered multiple times. 
iii. Current source documents are being destroyed within a month of being scanned, so no 

audit comparison could be done between the source and the imaged document for those 
older than a month. 

iv. Passwords are not required to be changed regularly. 
v. The server does not have anti-virus software, however the server is masked behind the 

ITS fire-wall. 
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Appendix B - Classification 

Presented below are details of the classification differences noted: 
 
1. We noted UND has equipment (account 151102) recorded in non-plant funds on the general 

ledger: $-180,755 in unrestricted fund; $-51,270 in unexpended plant; and $-117,734 in restricted 
funds. 

 
2. We noted that NDSCS is not using the correct accounts for the recording of principal and interest 

payments for notes payable.  They are using 581025, Equipment-Capital Lease-Interest; and 
581030, Equipment-Capital Lease-Principal. 

 
3. We noted the following misclassification of net assets, also see Posted Audit Adjustments 12 and 

20 on pages 24, 25, and 26 of this report: 
a. BSC misclassified $2,742 Pell net assets as Expendable scholarships and fellowships instead 

of Expendable instructional department uses and misclassified $127,745 debt funds as 
unexpendable debt service instead of Net assets unrestricted based on maximums allowed by 
bond indentures. 

b. LRSC misclassified $91,967 debt funds as Unexpendable debt service instead of Net assets 
unrestricted based on maximums allowed by bond indentures. 

c. MASU misclassified $10,596 debt funds as Unexpendable debt service instead of Net assets 
unrestricted based on maximums allowed by bond indentures. 

d. MISU-B misclassified $693 debt funds as Unexpendable debt service instead of Net assets 
unrestricted based on maximums allowed by bond indentures and misclassified $8,401 of net 
assets in fund 0001 as unrestricted instead of Invested in capital assets. 

e. NDSCS misclassified $464,188 of net assets in fund 30001 as Expendable instructional 
department uses instead of Net assets unrestricted and misclassified $816,920 of net assets 
and interest payable in fund 00001 and non-plant capital leases as unrestricted instead of 
Invested in capital assets. 

f. NDSU misclassified $446,095 debt funds as Unexpendable debt service instead of Net assets 
unrestricted based on maximums allowed by bond indentures. 

g. UND misclassified $1,408,824 debt funds as Unexpendable debt service instead of Net assets 
unrestricted based on maximums allowed by bond indentures, misclassified $11,185,407 
unspent bond proceeds and other payables as Invested in capital assets instead of Net assets 
unrestricted and misclassified $1,742,645 as Net assets unrestricted instead of Expendable 
research for various research and EPSCOR projects. 

h. VCSU misclassified $36,736 debt funds as Unexpendable debt service instead of Net assets 
unrestricted based on maximums allowed by bond indentures and misclassified $198,955 
unspent bond proceeds and other payables as Net assets unrestricted instead of Invested in 
capital assets. 

i. WSC misclassified $5,991 in Nonexpendable scholarships and fellowships instead of 
Expendable scholarships and fellowships. 

 
4. NDSU is not following the fund classifications outlined in the NDUS accounting manual.  Funds set 

up by PeopleSoft/CND to be used for unrestricted capital projects are 28000-29999 for local funds 
and 35000-39999 for appropriated funds and 42400, 44900, 47400, and 49900 are to be used for 
restricted capital projects.  There is a potential for misrepresentation on N-vision statements that 
would flow-through the financials. 
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5. NDSCS’s accumulated depreciation for equipment was overstated by $361,627 on the general 
ledger when compared to the asset management system.  See Passed Audit Adjustment 3 on 
page 27 of this report. 

 
6. UND misclassified $3,616,159 of operating revenue as Auxiliary revenue and $538,857 of 

Auxiliary revenue as Sales and Services of Education Departments.  See Posted Audit Adjustment 
5 on page 23 of this report. 

 
7. We noted the following problems in classifications of Restricted Cash and Restricted Investments 

on the Statement of Net Assets, also see Posted Audit Adjustment 10 on page 24 of this report: 
a. BSC had $61,147 classified as Restricted Cash which should have been shown as current 

cash. 
b. LRSC had $62,934 classified as Restricted Cash which should have been reported as current 

cash. 
c. MASU should have classified another $55,386 as Restricted Cash instead of reporting it as 

current cash. 
d. MISU-B had $1,744 classified as Restricted Investments which should have been reported as 

current investments. 
e. NDSCS should have classified another $324 as Restricted Cash instead of reporting it as 

current cash. 
f. NDSU should have classified $1,128,862 as Restricted Cash instead of reporting it as current 

cash and $541,040 should have been classified as Restricted Cash instead of reporting it as 
current investments. 

g. UND had $36,285 classified as Restricted Cash which should have been shown as current 
cash and $1,498,507 that should have been shown as Restricted Investments instead of 
current investments. 

h. VCSU had an excess in Restricted Cash of $86,787, which should have been classified as 
current cash.  Also, there was an excess in Restricted Investments of $65,260, which should 
have been classified as current investments. 

i. WSC should have classified $7,848 as Restricted Cash instead of current cash. 
 

8. During our test of ONL’s and expenses at NDSU we noted: 
a. IDBA80196 was incorrectly coded for printer and supplies.  Other Operating Fees were used 

to record the purchase of printers and supplies.  Instead, $31.85 should have been coded to 
account 551020 (Other IT Equipment) and $281.80 to account 551025 (Printer Equipment). 

b. IDB0ST0050 for $75 was incorrectly coded for the department providing the services.  Instead 
of using interdepartmental revenue, a negative expense was recorded in an appropriation 
fund.   

c. Voucher 00194313 for $112.50 was charged to other operating fees (621325) rather than 
stipends (661025).  Per the support attached to the voucher, the payment was for a stipend. 

 


	Cover
	LAFRC
	Contents
	Transmittal Letter
	Report on Internal Control
	Audit Committee Communication
	Special Comments Requested by the LAFRC
	Findings, Recommendation, and Univeristy Responses
	Financial Reporting System
	Indications of Lack of Efficiency in Financial Operations and Management
	Internal Balances Between State Agencies and Colleges and Universities
	PeopleSoft Access Rights
	Imaging 
	Student Loan Service Center - Account Numbers
	Lack of Separate Records by VCSU Foundation 
	NDSU and UND Indirect Cost Accruals
	NDSU and UND - Changes to Documents After Approval

	Posted Audit Adjustments
	Management Letter Informal Comments
	Appendix A - Imaging
	Appendix B - Classifications

